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Video Hiding Technology Based on Adversarial Distillation against Video Encoding
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Abstract: Some deep video hiding technologies use pre—trained fixed parameter video network to simulate the analog video encoder in the net-
work training phase, resulting in over fitting of the video hiding network , which reduces the resistance of the video hiding network to the real
video encoder. To solve these problems, this paper proposes an anti video encoding video hiding technology via adversarial distillation. Firstly,
a 3D-Unet video coding simulator is designed to simulate the video encoder more realistically ; Secondly, a 3D invertible neural network is
used to construct a video hiding model to improve the invisibility of the video hiding model; Finally, the adversarial distillation training meth-
od is used to alternately train the video hiding network and the video coding simulator to solve the problem of over fitting in the video hiding net-
work training. In the test on the REDS dataset, when the CRF is 10, the PSNR and SSIM of the secret video extracted by the proposed model
are increased by 1.78 dB and 0.019 25 respectively; when the CRF is 16, the PSNR and SSIM of the extracted secret video are increased by
2.815 dB and 0.027 5 respectively.
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Fig.1 Overall structure and process of invertible neural network
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Fig. 2 Overall structure and process of 3D—Unet video encoding simulator
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Fig.3 The training process of video hiding network
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Fig. 4 The training process of 3D-Unet video encoding simulator
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Table 1 Comparison of the performance of video steganography mod-
els on the REDS testset
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PSNR SSIM PSNR SSIM PSNR SSIM
HiDDeN 31.75 0.877 11.68 0.382 11.71 0.379
LF-VSN 44.26 0.991 11.05 0.378 11.03 0.368
VStegNet 36.23 0.981 19.86 0.756 17.14 0.702
VHNet 33.67 0914 31.04 0.883 27.21 0.783
DRANet 31.03 0.902 30.42 0.839 27.46 0.779
StegaNeRV 33.84 0.918 31.12 0.849 27.29 0.782

AL (REDS) 34.06 0.929 29.89 0.851 27.59 0.789
A (UCF101) 33.86 0.929 31.06 0.858 27.62 0.791
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Table 2 Comparison of the performance of video steganography mod-
els on the UCF101 testset
&2 UCF101 Wik L e SR B A M REXT L

H, "\r‘—:ql,ﬁ . H, \‘ﬁ‘”/\ .
. T FLEURL 2 T (o HEEURL 25 U (crf

=10) =16)
PSNR  SSIM  PSNR  SSIM  PSNR  SSIM
HiDDeN 2776 0.877  11.65 0380 1170  0.373
LF-VSN 4269 0989  11.03 0376  11.04 0368
VStegNet 3179 0927 1936 0736  17.12  0.694
VHNet 3371 0924 30.13 0853 2701  0.773
DRANet 3095 0913 2986  0.821 2689  0.762
StegaNeRV 3391 0925 3007 0844 2663  0.771

ASC(REDS) 3406 0929 3026 0862 2723  0.782
A3C(UCF101)  33.81 0.919  30.02 0843 2657  0.771
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Table 3 Comparison of crf=10 and crf=16 visuals on the REDS dataset
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B

Table 4 Comparison of parameter quantity, time spent for conceal-

ing container video and revealing secret video
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Fig. 5 Results of ablation test on the REDS dataset (PSNR)
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Fig. 6 Results of ablation test on the REDS dataset (SSIM)
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Fig.7 The loss value and performance diagram of the container image and the reveal secret image under different training modes
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Table 5 Encoding experiment results of H.265/HEVC
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